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Abstract

Vehicular ad hoc network VANET is a set of moving cars and access points on the
side of the road, where each car has network capabilities to connect to each other
and access points that provide them by different kinds of services. In the start of this
search, we use NCTUns 6.0 to simulate this kind of networks because it is difficult to
do that in the real world .In this search, two routing protocols (AODV, ADV) are
studied within many scenarios to achieve their performances and reliability using
many metrics. We conclude that ADV routing protocol adapts quickly when the
complexity of network and mobility of nodes increase. This is achieved by varying
the size and frequency of routing updates.

From the work on wireless networks, we study Wireless sensor networks that
contains a set of sensors that catch and collect information from watched
environment, then send this information wirelessly from device to another to arrive at
main station. In this search, we simulate wireless sensor networks by Mannasim
simulator with different parameters, that was for studying and evaluating performance
and reliability of Ad Hoc On Demand Distance Vector(AODV), Temporally ordered
routing algorithm(TORA), Low—energy adaptive clustering hierarchy (LEACH) routing
protocols. These parameters are average end-to—end delay, average routing load
and remaining energy in sensors. So we found that LEACH routing protocol can
decrease consumption of sensor energy by dividing wireless sensor networks to
clusters and then choose cluster head(CH) for each cluster, this CHs communicate
with the main station. whereas, in the other routing protocols, all sensors can

communicate with each other and with the main station.

Then, we work on CDMA technique as a Appendix for this search. so people are
relying more and more on wireless communication for critical information
transmission in the last period, so the security and reliability become a necessary
issue. CDMA has been identified as a major technique for 3G wireless

communications. The current 1S-95 CDMA provides a near—satisfactory security


https://www.ietf.org/rfc/rfc3561.txt

solution to voice wireless communications; However, the security features provided
by IS-95 CDMA are far from adequate and being acceptable when they are used for
data communications.

In this research, the reliability and security weakness of the existing CDMA are
studied and analyzed.

The Study of the Encrypted key stream based on advanced encryption standard
(AES) that is proposed to be used in the scrambling process, instead of using the
scrambling sequence generated from the 42-bit linear feedback shift register (LFSR)
as in 1IS-95 CDMA. Ensured by AES, physical layer built—in security of the proposed

scheme is much stronger than that of the IS-95 system.



