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Abstract

Cloud Computing is considered to be an instance of an advanced technology
that facilitates providing customers with divers and with dynamic computer
services and resources. Cloud Storage is considered to be one of the most
prominent structure for providing services in this domain, as it provides
institutions and individuals with a way to store/retrieve their data remotely.
Despite the benefits of cloud storage, the security risks associated with its use
have been an obstacle to its adoption as a solution for customers with
significant and with sensitive information. The issue of security in cloud storage
has had its fair share of modern studies and researches that provide a wide
range of proposed solutions to the most prominent security requirements. It is
-however- difficult to determine the efficiency of these solutions regarding the
practice and regarding users' perspectives. Thus, one of the topics offered by
this research is to highlight the most important studies that address the issues
of confidentiality and integrity of cloud stored data, and then, to evaluate
these solutions based on performance, security and other criteria. Such work
will hopefully help identifying the limitations, strengths and weaknesses in
solutions offered by reviewed studies.

Also, this research evaluates and compares solutions in the data
confidentiality, where it was found that in the majority of traditional solutions
used to protect the confidentiality of data stored remotely, the data is
encrypted on the user computer before being sent to the cloud, and when
needed for processing it must be downloaded first and decrypted. This
burdens the data owner with higher client side processing and bandwidth
costs. Therefore, some researches lean towards the use of advanced
encryption patterns that fit specialized data types such as numerical data. This
research discusses some of these studies, and proposes using homomorphic
encryption to resolve the issue of data confidentiality. This solution includes
traditional protection schemas, which provide the functions of cryptography,
digital signature, along with homomorphic encryption. The proposed security
protocol is employed and is used to protect data of an institution while keeps it
feasible for processing by - possibly untrusted - third party. The proposed
solution was implemented within the Map-Reduce infrastructure using Apache
Hadoop. The results of this research confirm the possibility of deporting the
calculations applied to data from the data owner side to the cloud side without



negative impact to the amount of processing required regardless of the size of
the homomorphically-encrypted data. Therefore any user can encrypt his/her
data before storing it, and then once uploaded he can perform certain
operations on the data without the need to download/decrypt it first.

Also, this work study most recent researches that address the issue of data
integrity in cloud computing. The related literature of several research papers
was reviewed and compared using set of security and performance criteria.
This research focuses on one of the proposed -and not implemented yet-
solution for data integrity which inserts meta data section the uploaded data
and uses it for integrity verification with small bandwidth overhead. This work
implements the proposed solution with improvements. In addition to the
improved implementation, a new theoretical statistical model is proposed to
evaluate the solution performance with different configurations. Several
experiments were carried out to proof the validity of the theoretical model.



