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Applied Study of Web Engineering Methodologies and
Technologies

ABSTRACT

With the increasing extension of web apps and the increasing in its development
complexity, web engineering faces continuous challenges in technologies
implementation and that requires from analysts, developers, and designers to
give more effort in analyzing and maintaining web apps to adapt them with the
changes in the requirements and implementation technologies. So more
concerns appear to develop high quality, reusable and maintainable web apps.
In addition, as we know that the role of these apps is important in all life
aspects, it needs to appear in its best form, for that, the concentration was on
testing these apps before publishing it to determine its behavior. Testing phase
has many aspects, the most important of them: ensuring the right role of the
application in executing functions and tasks that are required, and the
performance of application under specific load and stress. We can't forget the
importance of testing links, and Cross Browser testing. The special attention is
for testing the security aspect for these apps because of this characteristic
importance in the work, especially in commerce and transactions apps that may
suffer from dangerous attacks. In general, web developers and engineers don't
focus on the security issues, which make web apps weak against that malicious
attacks, and as a result of that, many websites suffer from weak and bad security
testing.

We show in this study some methods, approaches and tools to develop web
apps-for all its life cycle phases-, we start with methods to prototype web
engineering requirements analysis and specification and we show that these
methods suffer from some problems, and then we give an evaluation for these
approaches by comparing between them about main characteristics. And in the
second phase, we studied design methods and its extensions that are special for
web apps. We continue to study testing phase with its all aspects, we give a
group of important tools in this phase, we focus on the methods and tools for
testing web apps security, we also explain the details for using these tools, after
we have explained the most famous weak points and vulnerabilities that web
applications suffer from, then we give an evaluation for these tools. By this
study, we try to help developers to choose the most suitable method and tool for
their needs in all development phases.

Keywords: Web Engineering — Methodologies — Techniques — Tools -
Comparison Study - Testing — Web Applications — Requirement Engineering —
Design- Security Testing - Security vulnerabilities - Study.



