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ABSTRACT

Mobile Ad Hoc NETwork (MANET) is a collection of cooperating wireless
mobile nodes forming a network on-demand without relying on a centralized
administration. These networks (MANETS) gain more importance when relying
on existing infrastructure is not possible due to its cost or unavailability such as
in rural areas or in case of natural disasters. Moreover, MANETS can be used in
case of military operations. These Ad hoc networks have a dynamic topology,
asymmetric and redundant link between their nodes, and there is radio
interference between the nodes.

Routing protocol is the most important component of MANETS, routing
protocol discovers a route between two nodes in the network when there isn't a
direct radio link between them. After discovering a route, the source node can
send data packets to the destination node through this discovered route.
Basically, there are two kinds of routing protocols in MANETS, they are
proactive and reactive routing protocols. However, in proactive routing, nodes
of the network exchange periodic routing updates, so the proactive routing
protocols cause more overhead to the network. In reactive routing, a route is
discovered on demand so this kind of routing protocols causes high latency for
discovering a required route. Recently, hybrid routing has been proposed, it is a
combination of proactive and reactive routing taking the best features from both
worlds. In the first part of this thesis we present a theoretical study of the zone
routing protocol (ZRP) which is one of the most common hybrid routing
protocols, then we evaluate the performance of this protocol through multiple
scenarios in NS2 simulator. The second part of this thesis includes a literature
review for some previous security solutions that are proposed to protect ZRP
protocol from security attacks. We propose a security solution depends on using
identity based cryptography (IBC) concept to protect ZRP protocol from
security attacks such as bogus route attack and black hole attack. Our proposal
uses Boneh-Lynn-Shacham (BLS) digital signature and it is implemented using
NS-2 Simulator.

Key Words: MANETS, hybrid routing protocols, ZRP protocol, identity based
cryptography, BLS digital signature algorithm, NS-2 Simulator.



