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ABSTRACT

Vehicles Ad—Hoc networks is a subclass of Mobile ad hoc networks in which
the vehicles move freely and communicate with each other and with the
roadside units (RSU). VANET networks primaly consist of two parts: moving
part “On Board units” and static parts “On Road units”. VANET networks are
considered to be non-wired network which apply ad-hoc rules to connect its
nodes. Security is the major concern with respect to the critical information
shared between the vehicles. The information transmitted over a vehicular
network is sensitive and can affect important safety decisions. This kind of
network need to be available at any time , Where network availability is
exposed to several types of attacks and threads. These security attacks and
threats include Sybil attacks, Denial-Of Service (DOS) attacks, Distributed
DOS attacks, Black hole attacks. In this search, we provide a study about the
security in VANET networks. The most important security flaws of this
networks and its applications are studied.

In fact, we study the most important and dangerous attacks that may target
VANET networks and analyze its main risks. Furthermore, we simulate some
of these attacks specifically Denial-Of Service (DOS) attack using prober tools
depending on chosen parameters that characterize the network performance.
Moreover, we provide some security solutions to help counter measuring these
attacks and minimize this effects, and Finally we apply these solutions and

evaluate them.,
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