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Abstract

Wireless Sensor Network (WSN) is an emerging important research area.Nowadays
the wireless sensor networks a wide spread applications.The Wireless Sensor Nodes
is a tiny device with limited energy,memory,transmission range,and computational
power.Because WSNs in general and in nature are unattended and physically
reachable from the outside world,they could be vulnerable to some attacks.These
forms of attacks are hard to protect against and require intelligent prevention
methods.Intrusion Detection in Wireless Sensor Networks is valuable security
measure.The Intrusion Detection Systems(IDS) in wireless sensor networks explores
the principle that sensor nodes situated spatially close to each other tend to have
similar behavior.A node is considered malicious if its behavior significantly differs
from its neighbors.

In this thesis we analyze symptoms of three kinds of attacks that affect the wireless
sensor networks (Selective Forwarding Attacks,Jamming Attacks and Hello Flooding
Attack).We simulation an intrusion detection system which employs the neighbor-
based detection technique.The system was designed to works with  TinyOS
operating system.

The intrusion detection system comes in two modifications — one with local
knowledge of immediate neighbors only and one involving information exchanged
among 1-hop or 2-hop neighbors.Collaboration is employed in order to refine
information about the activity of neighboring nodes.We evaluated accuracy of the
technique in detection of selective forwarding,jamming and hello flood attacks.

The results show that the neighbor-based intrusion detection technique is highly
accurate,especially in the case when collaboration among neighboring nodes is
used.Using the TOSSIM simulator,we evaluated the detection accuracy of the

intrusion detection system for a given application scenario.
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