2 sgenll syl &35
oad! Aaals

giloglal ] Awaill ag

A ganlonll Sl olat)] Aokia oudd

Sldaahasll Slosie ¢l Jengll guauns
©do— J08 pdgo-i i dalgaull

"L granloell SISy elasll Buaia  ptas Wl dmys Juid el Al

alae)
Aadill son0ll glisc dleo jusimoll
81,4)
dih g o5ia8 Jusinell y4i&sll

Cadl Lasle> — Logulel DISadly eladdl L eud § (ye

p YW —a VEYA



sl

leo dar Leo cdatlly padl G o0 Aejlude gl gl @ISall e

G s Laily slelasxiadl (e patss @f s Bl sl (e Buolsg day> dlais
Bl (2198 o udadl (3 ASLOU ISl wlaadas @, 401 alegSedly Joadl Jlxs
diall i Gt oume o8y Lanll adal Lalasriad Ogetiiadl b glim &I
i ciyelas Aamll cldhaall ey add ewlie Uiwy AL o adl sl
Jeloedl 48155 Cany I3y ool o S 3 JuaadW 5Ll muatld 5,68 Aoy 4SLU
AST ASL fdll Sl piad ALl SSadl Bylie el Hags, S
J 2l el U ramall Jaul by cu 2a! Slogmls Sloua@ld sy
sda e oalahazll sbisby colipa@l sda s LKL AT (amd ¥ ¥ 6Se5 9,
oSy calSadl sda e Blezdl 3al3d w¥gSei9 1 sda Grus ] Az lxdl coly K]
Lee 2l 280y alpld) g Al ool e Lo ece JSAT sS539 ll ola
@ Lied Udd puse-Jeos ziged daiad dewlud! 2SI At aSeadl 3y of Lasg
ASLU Al | SIKCATN olal e Buid) c¥gSyTg 1 0l puedly dlys I Loy
skl dl casasiadl Jgumy s 2l o Jad¥l JsSeiall slasl e baeluy Los
¥gSoi9 Al sda Al puds (5 cdimy pudee e 8352 5lls Lngull A e ASLAL
4514l GloMoSim (Sl=ll dayy ) <¥eSsig,dl sda d8Ls) 3k oo 3l lol e
Tadie ASes W'y "WLSI sk ASes Ul" ¥l M s g ol
Calisy c¥eSeroall sda slol 0T BELall mli it Com i 4S04 Als" g "ASLS])
s JsSyi9 Al clindl ez @ Jlad JsSo39, dzgn ¥y Leoss Aadall 2idl s

G #15Y Bl Gylae wag Awhdl cddl s Ay @ Tew) 060 Loy b &y (resd

oo hadd o1o¥ 4l e Jad¥ JsSei9 il o dgamdl ASGadl G olo¥ @l ae BKL=L
oo Lad¥l JoSeio il Ll (WPA JsSssgall of WPA2 JeSaig il auly WEP JoSyig nll
WEP JsSsi9 0l @3 WPA JsSsi9all 4y WPA2 JsSsigall ga Las opa¥ly cls¥l 2ubs
Ll Goiun oo dimali Woyi Lo wmy 4! c¥eSeig il oY Lylas | Cadgtiu Liag

AScall ¢lsy



Abstract

Computer networks have grown rapidly in term of size and complexity, leading to have a

critical point especially from the perspective of computer architecture, which not only have
been in usage but also have applied to businesses and governments. Wireless networking
applications have recently spread in many aspects of life where users are in need to use
them without being restricted at a specific location. Furthermore, because of that
complexity, wireless networks were been the appropriate way to respond to that technical.
Wireless networks have developed quickly, becoming the best choice in many cases due to
cheap prices of wireless solutions in comparison with wired networks. WLANs are more
vulnerable to security threats and attacks because of its open transport medium. Thus, the
need for security protocols is for immunize wireless networks against those threats, as lots
of hackers are widespread on those networks. In addition to that, there is a need to improve
those protocols to increase protection of networks in general. On the other hand, additional
bytes resulting from those protocols have formed additional burden on network
performance. As wireless LAN architecture is basically relied on a client-server model, we
have checked and evaluated in this research the impact of security protocols on WLAN
performance, which helps us to choose the best protocol to improve users access to the
shared resources which are at remote server network. The impact of these protocols on
network performance has been evaluated by adding those Protocols to open source
GloMoSim environment, this can be applied through three cases: "low density network
status”, "high density network status" and "real network status". And recent simulation
results show that the performance of these protocols are varies according to the
environment applied within them, noting that there is no effective Protocol in all
environments, i.e. the suitable Protocol in an environment may be unsuitable in other ones.
After comparing performance results in simulations with performance results in the real
network, we can see that the best performance protocol is WEP followed by WPA2 and WPA.
Also, The best protocol for both performance and security is the WPA2 followed by the WPA
protocol and the WEP protocol. Hence, our choice to one of the security protocols depends

on what we want to secure in the level of protection and the performance of the network.



